2% 3718 8L HTTP CGI 8
IP Camera HTTP CGI Specifications

VER. 1.0.3



Bt

Revise Record

e H# i)

VER. Date Description

1.0.0 2017 /£ 12 A 12 H | 4% IPC HTTP CGI #85 ver1.0.0
Dec. 8, 2017 Create the IPC HTTP CGl specification ver1.0.0

1.0.1 201942 /26 H | #Im#ah{iidll GET A1 SET # CGI #1
Feb. 26,2019 Add CGl interface for motion detection of GET and SET

1.0.2 20194E 9 A 27 H | ¥, AFEE AP, 2. SREUEEAS AP, 3. WEH), REM%
Set. 27,2019 FCE APL, 4. &THIRE, 5. BEIRAFIIEE APL.

Add 1, user management API, 2, acquisition of device model API, 3,
restore the factory, retain network configuration API, 4, equipment
upgrade function, 5, screenshot preservation API.




B

Index
1. The format of the HTTP request and reSPONSE.......cccuviiiieiiiiee ettt eetre e e eevve e e e eaaaeeas 5
2. CGl BT HZR oottt 6
2. THE INEEITACE TIST . ei ittt ettt e st st ebeenaees 6
3 FETT T o 8
3. INterface SPECITICAtION.....coii i e e et e e et e eetr e e e e e eaere s 8
B L BRI USEI Tl oottt et ettt ettt ettt ettt et eeaenn 8
B GEE USEI 0.ttt ettt be e ettt e bt at e et b e bttt et e b e e et eaas 8
3.2 0t 9
B2 KEEP AlIVE ... e e e et e e e e ta e e e e e taaaeeeettaaeeeatrreeeananes 9
3.3 BRI BB e 10
3.3 Version iNfOrmMation.........cooiiiii it 10
38 BETTEE oo 11
3.4 Get CAPADIIITIES. ... eveiieeeiiiee e e et e et e e e e ear e e e e e araeeeeeanes 11
305 ettt 11
3.5 REDOOT ...ttt ettt 11
3.6 PRI T B oo 13
3.6 ReStore default SELINGS. ....ccvi i e stre e e e e e ennes 13
3.7 PHZETLE oo 14
37 INBEWOIK. .ttt ettt ettt et e b e bbbttt e sbt e s et ee 14
3.8 T oot 15
B8 T ettt et ettt ettt et sttt e st e bttt e bt s bt st e e sat e e nbaeesnreesanaes 15
3.9 HIITIIHLHE FTEE oo 18
3.9 Video encoding capabilities........cccuveeriieeiiieeiiecee et 18
3,10 MIATIREDILE c..ooovvooeeeeeee st 19
3.10 Video encoding CoNfiUIatioN.........coccuiiiiiieiciie et e 19
311 THIREDAE TTEE oo 21
3.11 Audio encoding capabilities.......ccocuiieriieieiie e e 21
3,12 THTIREDILE c.oooovvooeeeee s 22
3.12 Audio encoding CONfIGUIAtiON.......ccueiieiii et sreeenneeenne 22
G O Y 5 T O TP P PP PPPPPPPPPPN 23
3L13 0SD ettt et e e e e ettt e e e e e e e ettt et e e e e e e e e e e bbteteeeeeeeeeaaaans 23
314 BB e 27
N [ 0 = Y- { T OO OO PP P PP PPPPPPPPPIN 27
315 PTZ FE ] 28
305 Pttt ettt et e e e e e ettt et e e e e e e e e bbbt bttt et eeeeeaeennnrnraaae 28
3.16 FEBIMTIIILE c.ooooveoeeee st 30
3.16 Motion Detect coNfigUIration........cccueiiviiiieie et 30
3.17 FREULE TG COEM) oot 33
3.17 Obtain EQUIPMENT IMOAEL......coiiiieeieeeeee et e rae e e e 33
318 FH TR B oottt 34



3.18USEr ManagemeENT.. ...ttt ettt e e e e e e e ettt e e e e e e e e aannraaee 34

3019 FUEE AL ot 37
3.19 SNAPSNOT UPIOAU....cii ittt eere e e e et e e e eetb e e e e e aseeeeearseeeeennnes 37
3,20 [HETFZ oo 39
3.20 UPErade FIrMWAIE. ...ccuveeeiiieeiieeeite et e ettt esteeessteeeeteeeaeeessseeessseeensseessssaesssaessnseessssessnsnes 39
4.8 il XMLHttpRequest Y WEB RS 25 CGl FEIF woovveeeeeeeeeeeeeeeeee e 41
4. Using XMLHttpRequest to call CGI program of Web SErver........ccceecvveeciieecciieeceecee e 41



1. HTTP 15 3R 5 M B A% =X

1. The format of the HTTP request and response

1) HTTP GET 3K, {E3E KA A IHFELE HTTP URL .
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) AR EAHIES BN ERICE, R HATERSE: w22 5 ES80 2
WHE, WERIIZEIREERE SR .
g B E /cgi-bin/network?uid=XXXXXXXX
WEE /cgi-bin/network?dhcp=08&uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query configuration
to return the current configuration information;If the configuration parameter behind the
question mark is set, the configuration parameter returned to take effect after the success is set.
For example

Query configuration /cgi-bin/network?uid=XXXXXXXX

Set the configuration  /cgi-bin/network?dhcp=08&uid=XXXXXXXX

3) V3R IR UL 8 M 7 i ST PR IR R B R, A% 2
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed. Message
format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>



2. CGl BEOFFE

2. The interface list

FFS | #RH URL i
No. The requested URL Description
1 /cgi-bin/getuid?username=xxxx&password=xxxx HEX user id
Request user id
2 /cgi-bin/keep_alive?uid=XXXXXXXX ok
Keep alive
3 /cgi-bin/getinfo?uid=XXXXXXXX wHREE
Version information
4 /cgi-bin/getcapabilities?uid=XXXXXXXX WAL
capabilities
5 /cgi-bin/reboot?uid=XXXXXXXX )5
reboot
6 /cgi-bin/factory_reset?uid=XXXXXXXX WA WE
Restore default Settings
7 /cgi-bin/network?uid=XXXXXXXX WX 285 P B
network
8 /cgi-bin/time?uid=XXXXXXXX N ]
time
9 /cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX ARG BE 774
Video encoding
capabilities
10 /cgi-bin/videoencoder?uid=XXXXXXXX I HETI
Video encoding
configuration
11 /cgi-bin/audioencoder/getcapabilities Puid=XXXXXXXX AN IE RE )15
Audio encoding
capabilities
12 /cgi-bin/audioencoder?uid=XXXXXXXX RTINS
Audio encoding

configuration

13 /cgi-bin/osd?uid=XXXXXXXX OsSD

14 /cgi-bin/image?uid=XXXXXXXX K%
image

15 | /cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX = B
PTZ

16 /cgi-bin/motion?uid=XXXXXXXX % sh il
Motion

17 /cgi-bin/getmodel?uid=XXXXXXXX IRE A #5205
Model

18 /cgi-bin/user_management?uid=XXXXXX D ak=¢:




User Management

19 /cgi-bin/snapshot.cgi?uid=XXXXXXX P A%
snapshot upload
20 POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 [ 12F FF 28

Upgrade Firmware




3. O

3. Interface specification

T 5% 75 B ] /cgi-bin/getuid 22 3R user id, HoAth 4% 11 #875 Z8640F user id. User id 60
PP, KRR 5 TR EE RN K userid. FERINTE R cgi #2122 J5 HFTHE I I A, 4o
FAC I 18] A7 1 SR AH XA B user id AL, AT LA F /cgi-bin/keep_alive 2 F AR FF Lo o

First you need to get the user id using the /cgi-bin/getuid interface. The other interfaces
need to authenticate the user id. User id timeout for 60 seconds, user id needs to be requested
again after expiration. After each successful request cgi interface to recalculate the timeout, if
there is no request for a long time and hope user id does not expire, you can use the
/cgi-bin/keep_alive interface to keep the heartbeat.

3.1 3REY user id
3.1 Get user id

/cgi-bin/getuid?username=xxxx&password=xxxx

SE AR SHE iR
Parameter name | Parameter value Description
username FREFNE IPC 4

Letters and Numbers IPC username
password FRERIE IPC #5705

Letters and Numbers IPC password
M 17 44 SC

Response message

K& HE iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR EI,  uid A2 XXXXXXXX

<Uid>XXXXXXXX</uid> The request was successful, uid is
XXXXXXXX

400 <?xml version="1.0" encoding="UTF-8"?> RIS HURI

<fault> Failed to get parameters

<value>/cgi-bin/getuid</value>

<reason>error, parse parameters</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> FREH 7 42 2R M
<fault> Failed to get username

<value>/cgi-bin/getuid</value>

<reason>error, parse username</reason>




</fault>

400 <?xml version="1.0" encoding="UTF-8"?> I T 5
<fault> Failed to get password
<value>/cgi-bin/getuid</value>

<reason>error, parse password</reason>

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> BRI
<fault> Wrong password

<value>/cgi-bin/getuid</value>

<reason>password error</reason>

</fault>

3.2 DBk
3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

e s & ZHE iR

Parameter name | Parameter value Description
uid S id, @8I /cgi-bin/getuid 4% 13211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
Wi 7 414 3C
Response message
R WA D)
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 >R I
<keep_alive>true</keep_alive> The request was successful
400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI
<fault> Catb e 79 B 7E FoAth cGI 42 E1 3
<value>/cgi-bin/keep_alive</value> SR AT BRI, T OO E
<reason>error, parse parameters</reason> HRED

</fault>
Failed to get parameters

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)




400 <?xml version="1.0" encoding="UTF-8"?> FREX uid M

<fault> Cbma 3278 B AE HoAth cal 42 i
<value>/cgi-bin/keep_alive</value> SR AT REH L, T UM
<reason>error, parse uid</reason> SRR

</fault>

Failed to get uid

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?> uid R I O R R 3%
<fault> ey B2 B AR H A cal $2 1E
<value>/cgi-bin/keep_alive</value> SRR AT REH B, T SOAME
<reason>uid error</reason> B
</fault>

uid error or invalid timeout
(This response message may also
appear in the request of other CGI

interface error, the following will

not be repeated explanation)

3.3 FWMBZRER

3.3 Version information

/cgi-bin/getinfo?uid=XXXXXXXX

SE AR SHE iR

Parameter name | Parameter value Description

uid SUEM AP id, i85l /cgi-bin/getuid £z 113 2117 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

Wi 7 414 3C

Response message

REH W& iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> R IN. SHE R

<info kernel="XXXXXX" filesystem="XXXXXX" sn="XXXXXX"/> | kernel: %A
filesystem: U RFRA
sn: F‘nﬁ‘:f?ﬂ%

10




The request was successful. The
value of the parameter is:
kernel: Kernel version

filesystem: File system version

sn: Product serial number

3.4 Be /15

3.4 Get capabilities

/cgi-bin/getcapabilities?uid=XXXXXXXX

SHER SHE iR
Parameter name | Parameter value Description
uid 2SI id, @it /cgi-bin/getuid #: 1152#] id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

Mg S F) 4 SC
Response message
K& HE i/
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> KRB . SEE 138, 0 A,
<capabilities video="1" audio="1" ptz="0"/> | video: J&75 ZHEFH LI
audio: J&75SCHEE M
ptz: SRR G
The request was successful. The value of parameter 1
is supported, 0 is not supported.
video: Whether to support video
audio: Whether to support audio
ptz: Whether to support PTZ
3.5 B
3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

BHLK | BRI |

iR

11




Parameter name | Parameter value Description

uid AR id, @it /cgi-bin/getuid #: 1152H] id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M) S FR) i 3C

Response message

K& A& i)

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> TR

<reboot>true</reboot>

The request was successful.

12




3.6 IREH] WE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid=XXXXXXXX
/cgi-bin/factory_reset?retain_network=1&uid=XXXXXXXX

SE AR SHE iR
Parameter name | Parameter value Description
uid SUEMAF id, il /cgi-bin/getuid £ 145217 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
retain_network | 7 1 1: Rtk SRR & I ZENLE .

Number 1

1: Represents that restoring the factory will retain the network

configuration of the device.

M) S FR) i 3C

Response message

K& HE i/

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 15 R T
<factory_reset>true</factory_reset> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR N
<fault> retain_network ZH A g2 1, £ HRMSE
<value>/cgi-bin/factory_reset</value> HEE,
<reason>retain_network 0 or 1</reason>
</fault> The retain network parameter can only be 1.

The rest of the parameters are wrong.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> retain_network SN2 IRk, EIRER.
<value>/cgi-bin/factory_reset</value>
<reason>retain_network: NULL</reason> When the retain_network parameter is empty,
</fault> an error is reported.

13




3.7 MBRLE
3.7 Network

/cgi-bin/network?uid=XXXXXXXX
/cgi-bin/network?dhcp=08&uid=XXXXXXXX

/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.0&gateway=192.168.4.1&uid=XX

XXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8&uid=XXXXXXXX

/cgi-bin/network?port=80&uid=XXXXXXXX

SE AR SHE iR
Parameter name | Parameter value Description
uid SUEM A id, i85l /cgi-bin/getuid £z 113 217 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
dhep I3 Option ): 1 4 JH DHCP, 0 %E/] DHCP
1 1 Enable DHCP, 0 Disable DHCP
0
ipaddr IP ik
IP address
netmask TR
Subnet mask
gateway BIFSEURiS
Gateway address
dnsl 4G DNS
Preferred DNS
dns2 #% H DNS
Standby DNS
port #0780 B 1000 £ | i 1
65535 Server port
Numbers 80 or from
1000 to 65535
Wi 7 44 3C
Response message
RS NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R NIN . SEME
<network macaddr="XX-XX-XX-XX-XX-XX" dhcp="0" | macaddr: MAC i}t
ipaddr="192.168.0.10" netmask="255.255.255.0" | dhcp: 1 & f] DHCP, 0 Z4H] DHCP
gateway="192.168.0.1" dns1="114.114.114.114" | ipaddr: P Hu}i

14




dns2="8.8.8.8" port="80"/>

netmask: - M#ERY
gateway: bl
dnsl: %% DNS
dns2: #H] DNS
port: ¥

The request was successful. The
value of the parameter is:

macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable DHCP
ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dns1: Preferred DNS

dns2: Standby DNS

port: Server port

400 <?xml version="1.0" encoding="UTF-8"?> 24 dhep #5i%
<fault> (A ZHW R IR R B, A E
<value>/cgi-bin/network</value> SR
<reason>dhcp: 0 or 1</reason>
</fault> Parameter dhcp error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.8 B[A]
3.8 Time

/cgi-bin/time?uid=XXXXXXXX
/cgi-bin/time?timezone=GMT+08:00&uid=XXXXXXXX

/cgi-bin/time?update_method=MANUAL&year=2017&month=11&day=30&hour=8&min=0&sec=
0&uid=XXXXXXXX
/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&uid=XXXXXXXX

SHAK SHE

Parameter name Parameter value

ik

Description

uid SEMAF id, il /cgi-bin/getuid £z 14521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
timezone LTI Option ): X
GMT+00:00 Time zone
GMT+01:00
GMT+02:00

15




GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00
GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00

update_method

I Option )
MANUAL

NTP

P2pP

BRI
Update method

year

ey

Numbers

year

month

Hey

Numbers

Rty

month

day

ey

Numbers

H
day

hour

ey

Numbers

NS

hour

16




min o Irh
Numbers minute
sec PGS b
Numbers Seconds
ntpaddr NTP fil %45 Hhhik
NTP server address
port 7 80 HiM 1000 &= | NTP 45 #s i O
65535 NTP server port
Numbers 80 or from
1000 to 65535
M 405
Response message
K& HE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR . SEIMEE:
<time timezone="GMT+08:00" update_method="ntp" | timezone: KX
ntpaddr="pool.ntp.org" port="123" | update_method: F#7J7z{
current_time="2017-11-30 08:00:00"/> ntpaddr: NTP il 45 #%Hhik
port: NTP R55-#8us 1
current_time: 4T i [A]
The request was successful. The
value of the parameter is:
timezone: Time zone
update_method: Update method
ntpaddr: NTP server address
port: NTP server port
current_time: Current time
400 <?xml version="1.0" encoding="UTF-8"?> Z ¥ timezone iR
<fault> (SR IR IR R B, A E
<value>/cgi-bin/time</value> SR
<reason>timezone error</reason>
</fault> Parameter timezone error
(Other parameters similar to the
wrong tips do not repeat the
explanation)

17




3.9 WP RE /1R

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

SHAK SHE iR

Parameter name | Parameter value Description
uid SUEMAF id, il /cgi-bin/getuid £ 14521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
4R
Response message
REHE NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R ZHINER:
<video_capabilities> streaml: FILiR
<stream1> stream2: TG
<encode_mode name="H264"> encode_mode: Zmig
<resolution name="2592X1944"> resolution: /3 #ER

<framerate_range>1-15</framerate_range> | framerate_range: i3 [

<bitrate_range>500-8000</bitrate_range> | bitrate_range: &G
</resolution>
<resolution name="1080P"> The request was successful. The

<framerate_range>1-30</framerate_range> | value of the parameter is:

<bitrate_range>500-6000</bitrate_range> stream1: Main stream

</resolution> stream2: Sub stream
</encode_mode> encode_mode: Encode mode
<encode_mode name="H265"> resolution: Resolution

<resolution name="2592X1944"> framerate_range: Framerate range

<framerate_range>1-15</framerate_range> | bitrate_range: Bitrate range
<bitrate_range>500-6000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>
<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">

<resolution name="VGA">

18




<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
</stream2>

</video_capabilities>

3.10 iFgmEIE

3.10 Video encoding configuration

/cgi-bin/videoencoder?uid=XXXXXXXX
/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25&govlen
gth=100&bitrate=2500&bitrate_control=CBR&uid=XXXXXXXX
/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=258&govl
ength=100&bitrate=200&bitrate_control=CBR&uid=XXXXXXXX

SE AR SHE iR

Parameter name | Parameter value Description

uid SEMAF id, il /cgi-bin/getuid £ 14521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

encode_mode i, J@id/cgi-bin/videoencoder/getcapabilities £z 1715 %
257
Encode_mode. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

resolution HEE, Bt /cgi-bin/videoencoder/getcapabilities 1 145 3 [
I
Resolution. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

19




framerate =, @il /cgi-bin/videoencoder/getcapabilities £ 45 31 [k
T
Framerate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface
govlength O
Gov length
bitrate iR, @il /cgi-bin/videoencoder/getcapabilities 2 175 3] {35k
T
Bitrate. Options available through the
/cgi-bin/videoencoder/getcapabilities interface
bitrate_control &I ( Option ): i 2247 1| 2K 70
CBR Bitrate control type
VBR
o 3R
Response message
R HNE i)
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR . SEIMEE:
<videoencoder> streaml: FHE
<stream1l encode_mode="H265" resolution="1080P" | stream2: TG
framerate="25" govlength="100" bitrate="2500" | encode_mode: Zmfid¥i=,
bitrate_control="CBR"/> resolution: Zr ¥R
<stream2  encode_mode="H265" resolution="480X360" | framerate_range: WX &
framerate="25" govlength="100" bitrate="200" | govlength: | i [a][7
bitrate_control="CBR"/> bitrate_range: 3 JuHl
</videoencoder> bitrate_control: i3 |
The request was successful. The

value of the parameter is:
stream1: Main stream

stream2: Sub stream
encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length
bitrate_range: Bitrate range

bitrate_control: Bitrate control type

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/videoencoder/stream1</value>

Z¥ encode_mode %
(FAh SRR, AR
SR

20




<reason>encode_mode error</reason>

</fault>

Parameter encode_mode error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.11 EHigmigae &

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities ?uid=XXXXXXXX

SHAK SHE

Parameter name Parameter value

ik

Description

uid SUERI 7 id, 81t /cgi-bin/getuid #: 01521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

HE] 82 PR S

Response message

R HNE i3
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR . SEIME R

<audio_capabilities>
<encode_type name="G.711">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="G.711A">
<samplerate name="8000">
<bitrate>64000</bitrate>
</samplerate>
</encode_type>
<encode_type name="AAC">
<samplerate name="16000">
<bitrate>16000</bitrate>
</samplerate>
</encode_type>

</audio_capabilities>

encode_type: Zmfig3EHy
samplerate: RFEZ
bitrate: ELAFR

The request was successful. The
value of the parameter is:
encode_type: Encode type
samplerate: Samplerate

bitrate: Bitrate

21




3.12 EHGISEE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid=XXXXXXXX
/cgi-bin/audioencoder?enable=0&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&encode_type=G.711&samplerate=8000&bitrate=64000&uid=X

XXXXXXX

/cgi-bin/audioencoder?input_volume=60&output_volume=80&amplify=1& uid=XXXXXXXX

SH AW

Parameter name

SHE

Parameter value

ik

Description

uid

SER A id, @i /cgi-bin/getuid 2 D45 31 id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

enable

I Option ):
1
0

1 JA &L 0 ZEHIE A

1 Enable audio, 0 Disable audio

encode_type

TR CH
(Y736 23

Encode

i# i /cgi-bin/audioencoder/getcapabilities % 115 3]

type. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

samplerate

SRR, I /cgi-bin/audioencoder/getcapabilities % 115 3 [
1T

Samplerate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

bitrate

FeE#, i it /cgi-bin/audioencoder/getcapabilities 22 F115 2 /1)
eI

Bitrate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

input_volume

BT 1% 100

Numbers from 1 to
100

MAEE

Input volume

output_volume

BT 1% 100

Numbers from 1 to

100

i EE

Output volume

amplify

I Option ):
1
0

1RSSR, 0 A5 E STk

1 Enable audio amplifier, 0 Disable audio amplifier
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M 2 PR 3C

Response message

K& A& iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . SHER:
<audioencoder enable="1" encode_type="G.711" | enable: 3 FEiZER &40
samplerate="8000" bitrate="64000" input_volume="60" | encode_type: ZmfisH!
output_volume="80" amplify="1"/> samplerate: KFER
bitrate: H4FER
input_volume: fIANE &
output_volume: Hi& &
amplify: J& FHERAE FH & ATt
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> Z ¥ enable 4%
<fault> (A ZHW IR IR R KL, T E
<value>/cgi-bin/audioencoder</value> SRR
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 0SD
3.13 0SD

/cgi-bin/osd?uid=XXXXXXXX

/cgi-bin/osd?enable=0&uid=XXXXXXXX
/cgi-bin/osd?enable=1&uid=XXXXXXXX
/cgi-bin/osd?title_utf8=XXXXXXXX&uid=XXXXXXXX
/cgi-bin/osd?enable=1&color=1&fontsize=1&title_pos_type=1&title_pos_x=1&title_pos_y=0&sh
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ow_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=0&show_week=1&time_format=y
yyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX& uid=XXXXXXXX

SH AW

Parameter name

SHE

Parameter value

ik

Description

uid SRR A P id, 8l /cgi-bin/getuid 2 04321 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable % 19i( Option ): 1 JHH osb, 0 2%f] 0sD
0 1 Enable OSD, 0 Disable OSD
1
color #I( Option ): osD Fith, 0 B FHMOE R, 1 ARTFROER, 2 BT
0 FHEEWE 5, 3 HFERIEEUE R
1 OSD color. 0 Black text on white background, 1 White text on
2 black background, 2 Black text white border on transparent
3 background, 3 White text black border on transparent
background
fontsize 1T ( Option ): FHRRSE, 0/, 19, 2K
0 Font size. 0 Small, 1 Medium, 2 Large
1
2
title_pos_type 1T ( Option ): PRI E IR, 0 Jrnl, 1 AkkR
0 Title position type. O Direction, 1 Coordinate
1
title_pos_x e FrAR ox B B, title_pos_type=0 I HU{H 0 F 2,
Numbers title_pos_type=1 i B{fH 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and 0
to 100 for title_pos_type =1
title_pos_y BT bR oy Whfr B, title_pos_type=0 B HU{H 0 F 2,
Numbers title_pos_type=1 i B{fH 0 & 100

Title y-axis position. Values 0 to 2 for title_pos_type = 0 and 0
to 100 for title_pos_type =1

show_res_bit

I Option ):

w N = O

0 AEIRIHRMGE, 1 BoRpPRALRIGER, 2 B
MRS HRR, 3 BRI

0 does not display resolution and code rate, 1 display
resolution does not display code rate, 2 display code rate does

not display resolution, 3 display resolution and code rate.

time_pos_type

I Option ):

WEAZERA, 0 J7i, 1 AR#R

0 Time position type. 0 Direction, 1 Coordinate
1

time_pos_x A B 1A x %Az B,  time_pos_type=0 B HU i 0 & 2,
Numbers time_pos_type=1 I H\{H 0 £ 100
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Time x-axis position. Values 0 to 2 for time_pos_type =0and 0

to 100 for time_pos_type =1

time_pos_y B Bf[a] y %l 47 B, time_pos_type=0 I B 0 & 2,
Numbers time_pos_type=1 I HU{f 0 2 100
Time y-axis position. Values 0 to 2 for time_pos_type =0and 0
to 100 for time_pos_type =1
show_week &I ( Option ): 1 BorEH, 0 ANEREH
0 1 shows the week, 0 does not show the week
1
time_format LI Option ): sf ) % =X

yyyy-mm-dd_hh:mm:ss
yyyy/mm/dd_hh:mm:ss
yy-mm-dd_hh:mm:ss

yy/mm/dd_hh:mm:ss

hh:mm:ss_dd/mm/yyyy
hh:mm:ss_dd-mm-yyyy
hh:mm:ss_mm/dd/yyyy
hh:mm:ss_mm-dd-yyyy
mm/dd/yyyy_hh:mm:ss
mm-dd-yyyy_hh:mm:ss

H1 T CGI URL MNRER & S 775 7, PrLAE BB S HUNHE I
) UM AR BB T R RIZ T R R R RSP R BE
B [ A 2 b 4 o

Eb in i B 250t yyyy-mm-dd_hh:mm:ss

i N SR S yyyy-mm-dd hh:mm:ss

Time format

Because the CGI URL can not contain the space character ' ',
the time format space is replaced by the underscore '_' when
setting the parameters, and the space characters in the time
format reserved in the response message's message.

For example, when setting parameters: yyyy-mm-dd_hh: mm:
ss

Response message parameters: yyyy-mm-dd hh: mm: ss

title_utf8

PRy 2
I8 HTTP URL HORLTE, U2R title_utf8 FOE AR /& 5 BEAN
B WA 5 ZE e, n SR 3 oAy = 75 ) 75 e 4809 utf8
G AT
il
ipcamera
title_utf8=ipcamera
inas
title_utf8=%E4%BD%A0%E5%A5%BD
YR ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the
HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be converted,
if it contains other characters, it needs to be converted to a
utf8 encoded string.
For example:

ipcamera
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title_utf8=ipcamera

G8s

YR ipcamera

title_utf8=%E4%BD%A0%ES5%A5%BD

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M) S FR) i 3C

Response message

K& A& Ei::pa
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R . SEER:

<osd enable="1" color="1" fontsize="1" title_pos_type="1"

title_pos_x="1" title_pos_y="0" show_res_bit="0"

time_pos_type="1" time_pos_x="1" time_pos_y="0"

show_week="1"  time_format="yyyy-mm-dd  hh:mm:ss"

title_utf8="XXXXXXXX"/>

enable: Ji 822 H osD

color: Hifh

fontsize: R}

title_pos_type: xS
title_pos_x: ¥Rl x flifr B
title_pos_y: Fril y Flifr B
show_res_bit: J& 75 7R 7 R FIh
time_pos_type: B [A] 47 & Y
time_pos_x: i [a] x $i{e B
time_pos_y: 8] y Sl &
show_week: Z&75E~E
time_format: A4 =X
title_utf8: AR/ Py %%

The request was successful. The
value of the parameter is:

enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
show_res_bit : Whether to display
the resolution and bit rate
time_pos_type: Time position type
time_pos_x: Time x-axis position
time_pos_y: Time y-axis position
show_week : Whether to show the
week

time_format: Time format
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title_utf8: Title content

400

<?xml version="1.0" encoding="UTF-8"?> Z ] enable 4%
<fault> (HAhSEM R IR/, AE

<value>/cgi-bin/osd</value>

<reason>enable: 0 or 1</reason>

</fault>

SR

Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.14 EK
3.14 Image

/cgi-bin/image?uid=XXXXXXXX
/cgi-bin/image?brightness=128&contrast=128&saturation=128&sharpness=128&uid=XXXXXXXX

SE AR SHE iR
Parameter name | Parameter value Description
uid SR id, 81 /cgi-bin/getuid 5 1 EIHY id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
brightness 5 0 & 255 g
Numbers from 0 to | Brightness
255
contrast 0 & 255 xof b g
Numbers from 0 to | Contrast
255
saturation ¥ 0 & 255 TN
Numbers from 0 to | Saturation
255
sharpness 0 & 255 B
Numbers from 0 to | Sharpness
255
M 7 44 3C
Response message
RS NE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> RN . SEME
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sharpness="128"/>

<image brightness="128" contrast="128" saturation="128"

o

brightness: =&
contrast: ¥ L&
saturation: 1A%
sharpness: %

The request was successful. The
value of the parameter is:

brightness: Brightness

contrast: Contrast

saturation: Saturation

sharpness: Sharpness

400 <?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>/cgi-bin/image</value>

<reason>brightness range: 0-255</reason>

Z ¥ brightness 4%
(HAWSH R IER L, A E
SRR

</fault> Parameter brightness error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.15 PTZ &4
3.15PTZ

fZ1k (stop)

/cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX

1 (left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=0&speed=5&uid=XXXXXXXX

#i (rifht)

/cgi-bin/ptz_ctrl?move_x=1&move_y=0&speed=5&uid=XXXXXXXX

E (up)

/cgi-bin/ptz_ctrl?move_x=0&move_y=1&speed=5&uid=XXXXXXXX

T (down)

/cgi-bin/ptz_ctrl?move_x=0&move_y=-1&speed=5&uid=XXXXXXXX

£ E (upper left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=1&speed=5&uid=XXXXXXXX

T (lower left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=-1&speed=5&uid=XXXXXXXX

4 I (upper right)

/cgi-bin/ptz_ctrl?move_x=1&move_y=1&speed=5&uid=XXXXXXXX

4K (lower right)

/cgi-bin/ptz_ctrI?move_x=1&move_y=-1&speed=5&uid=XXXXXXXX

K (zoom narrow)

/cgi-bin/ptz_ctrI?zoom=1&uid=XXXXXXXX
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457N (zoom wide)
/cgi-bin/ptz_ctrl?zoom=-1&uid=XXXXXXXX

1T #E (focus near)
/cgi-bin/ptz_ctrl?focus=1&uid=XXXXXXXX
ZLHE (focus far)
/cgi-bin/ptz_ctrl?focus=-1&uid=XXXXXXXX
Yl AZ K (iris open)
/cgi-bin/ptz_ctrl?iris=1&uid=XXXXXXXX
JLEEAE /N (iris close)
/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX

P HFE &S (call preset)
/cgi-bin/ptz_ctrl?call_preset=1&uid=XXXXXXXX
ININTE K5 (add preset)
/cgi-bin/ptz_ctrl?add_preset=1& uid=XXXXXXXX
MR THE & (delete preset)

/cgi-bin/ptz_ctrl?delete_preset=1&uid=XXXXXXXX

SE AR SHE iR
Parameter name | Parameter value Description
uid SUEM A id, il /cgi-bin/getuid £ 14521 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
speed B 1%E10 R

Numbers from 1to 10 | Speed

HAWSEAZIRE, IR ESCHI%4H) URL

Other parameters are not listed, according to the URL listed

above
M S F) 4 3C
Response message
K& HE iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> BRI
<ptz_ctrl>true</ptz_ctrl> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Z ¥ move_x iR

<fault>
<value>/cgi-bin/ptz_ctrl</value>
<reason>move_x range: -1,0,1</reason>

</fault>

LS HUR T IR R KL, AR
N ()

Parameter move_x error
(Other parameters similar to the
wrong tips do not repeat the

explanation)
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3.16 BINMWEE

3.16 Motion Detect configuration
/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=0&uid=XXXXXXXX
/cgi-bin/ motion?enable=1&uid=XXXXXXXX

/cgi-bin/ motion?enable=1& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=1&sensitivity=80&alarmthreshold=208&enable_nighttime=1&night_sensi
tivity=80&night_alarmthreshold=20&blockcount=22x18&areavalue=XXXXXXXX&uid=XXXXXXXX

SHAK SHE

Parameter name

Parameter value

ik

Description

uid

2AEHFH 7 id, 38 /cgi-bin/getuid 32 15 F K id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable i T7 (Option)
1
0

M s I 1 gE
1 AN o 5% IR ST

Motion detection enable
1 Start motion detection 0 Turn off motion

detection.

sensitivity ¥ 1% 100

R

sensitivity

alarmthreshold ¥+ 1% 100

E [ TRRE

alarm threshold.

1191 (Option)
1
0

enable_nighttime

A S HERE

1 FHERI 25 0 1 & 25
R S HA T

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable nighttime
parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity 51 % 100

BIR] REFUE

Night sensitivity

night_alarmthreshold 51 % 100

AT 1T RRAE

Night alarm threshold
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blockcount TR T S T e [X s b
THH x T Hey

Number of area blocks for motion detection

areavalue % h i) [X e i

LR

X AR AR 8 e i H R B — A
TR, ZRAE 7 o(1 ARk,
0 R EA Bk H), FFrpX L1 gtir
16 31 F 4 5 (P gt 2 B 2 RS B ot
WX A4

4

Axa [ X A, Al X I8 E
Ju:ffff, Ak, N2 0000,

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a byte
bit by bit, and the extra bit is filled in 0 (1
represents the selected block, O represents the
unselected block), and these bytes are encoded in
a hexadecimal string, which is the final value of the

mobile detection region.

For example:
All 4x4 areas are selected, the motion detection

area value is: ffff, and all are unchecked, it is 0000.

M 7 P4 S

Response message

R NE i3
Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> WK . SHMEE:

<motion enable="1" sensitivity="80" alarmthreshold="20" enable: Ji H 82% FHF2 3]
enable_nighttime="1" night_sensitivity="80" sensitivity: R IE
night_alarmthreshold="22" blockcount="22x18 " alarmthreshold: % J[R/E
areavalue="xxxxxxxxxx"/> enable_nighttime: J& BT R M1 2%
night_sensitivity: & [A] R &
night_alarmthreshold: & [AI#E [T RAE
blockcount: F ATl 4 [X ik e
areavalue: 3Tl X IH{A
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400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/motion</value>
<reason>enable: 0 or 1</reason>

</fault>

ZH enable 45i%
(HAMWS e RIE L, AEEM
)

Parameter enable error
(Other parameters similar to the wrong tips

do not repeat the explanation)
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3.17 FREEZRS (OEM)
3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid=XXXXXXXX

SHER SR E i)
Parameter name Parameter value Description
uid 2GR id, 381t /cgi-bin/getuid D18 2IH] id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M) S FR) i 3C

Response message

R HE Hiik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R 2 MC200)6 B4 -5 BT HAE FF-1E R 8Th

<model>MC200J6</model>

model:0EM % % %5 MC200J6

requests success.

model:OEM Equipment type:MC200J6
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3.18 P &HH
3.18User Management

/cgi-bin/user_management?action=add&name=XXXX&newpasswd=XXX&privilege=User&enable
=Enable&uid=XXXXXX

/cgi-bin/user_management?action=delete& name=XXXX&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&privilege=User&enable
=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&uid=XXXXXX
/cgi-bin/user_management?action=get_user&uid=XXXXXX

1.8 get_user 154 v LRECY FT & 24 S B FTA I 2 1 XML S .
FH P A S ) A PR 2

2. @A P User: RAEEE IPC AL E, AREIEE R .

3. #AEH 7 Operator: HHAGRR 1 H P& BRAMY BT A BUR

4. EH G Administrator: 1A 1PC KIATA FIRLR

B 17 AHSCERE I B R i 2 A 24

-add 7VEESK: name. newpasswd. privilege. enable
-delete J7VA2E3K: name

-edit 77VEER: name

-edit /7727 i%: newpasswd. privilege. enable

1. The get_user instruction can be used to obtain the XML information of all users in the current
device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable

SHER SHE Ei:pa
Parameter name Parameter value Description
uid 2R id, @i /cgi-bin/getuid 2 15 21 id

User id for the session. The id passed through the
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/cgi-bin/getuid interface.
action (must) 1: add 1. add ERINA AR
2: delete 2. delete EMIFRFH 2 0E
3: edit 3. edit /&4 4E A HERAE
4: get_user 4. get_user &IRIUH A I XML
1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) TR R VAR
Char * PS: HCRAVF 40 NMFEITHIKE
User name
PS: Maximum allowable length of 40 bytes.
newpasswd FIEH Password:
Char* To edit the user's password
privilege TR R TUBR 7] 7.«
Char* 1. User HAEEEME, FARBUACE
1. User 2. Administrator il AT A AR
2. Administrator 3. Operator #IG KR T H F & FAMA BTG AR
3. Operator
1. User Configuration can only be viewed, but
configuration cannot be modified.
2. Administrator Ownership
3. Operator Have all rights except user
management
enable P Enable: ffiEEH
Char* Disable: ‘KfAeH
1. Enable
2. Disable Enable: enabling users
Disable: Disabled Users
Wi 7 414 3C
Response message
REH NE i
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 1E R AT . %0 user_management
<user_management>0K</user_management> IR oK
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400 <?xml version="1.0" encoding="UTF-8"?> action ZH A2 add or edit or delete 4%
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete an
<reason>action: add or edit or delete</reason> error.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> delete ZH4 N H J 44 ANA7AE 1 I fie
<fault> AR IR .
<value>/cgi-bin/user_management</value> (ARSI B AN FEAE TR )
<reason>error username</reason>
</fault> Report this error when the user name

entered by the parameter does not exist.
(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add ZE % N\ AR R 19 H 7 44 1 s s _E i
<fault> R, (ANRES IR DA
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name
</fault> entered by the parameter is exist.(unable

to create existing users)

400 <?xml version="1.0" encoding="UTF-8"?> edit ZH AR 44 54
<fault> fiR. (MRS g AFER )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name
</fault> entered by the parameter does not exist.

(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege ST R, TEHBA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege: User or Administrator or | Privilege parameter input error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable ZH N IR, TFERA
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add 7 LSRR, T BN RS 4 M
<fault> Fra S8 BRI
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all four
<reason>The parameters must Correct include | parameters need to be entered to create a new
name,newpasswd,privilege,enable</reason> user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> FPAURA R R, okt P S E

<fault>

T,

36




<value>/cgi-bin/user_management</value> User privileges are not administrators. User
<reason>Non-administrators cannot edit users</reason> management configuration items cannot be
</fault> modified.

400 <?xml version="1.0" encoding="UTF-8"?> BFH P AL
<fault>

</fault>

<value>/cgi-bin/user_management</value>

<reason>username not exist to edit</reason>

Login user does not exist

3.19 IME &

3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&upload=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=1&username=XXXXXX&password=XXXXXX

1. JFJa onvif INIEZ )5, S 7% E 4\ username %1 password 4.
2. 4 stream 245, ERFE username [—E EHH&, B _EHE R,
3. H4 stream 285, ERIAN stream0.
4. B4 upload ZHUG, A LiRkEER.

1. After the onvif authentication is enabled, you need to enter the username parameter and

password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report the

error.

3. After the default stream parameter, the default value is streamO.

4. After the default upload parameter, no error is reported.

SH AW

Parameter name

SHE

Parameter value

ik

Description

uid

LAEHIR P id, @it /cgi-bin/getuid #1531 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

stream(must)

Number 0-1

SHEY 0 R TR RITIA
SHEN LR ERRATE

Parameter value of O represents: sub code stream
snapshot

The parameter value of 1 represents: Master
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bitstream snapshot

upload(optional) %% 0-3

Number 0-3

ZHfE N 0 AR ARG EAL3I sD &

ZHEN LR IURE AL 3] FTP

ZHfE N 2 AR IUEE AL E) Email

ZHa )y 3 R UG AL R FERT NFS 55 4%

Parameter value is 0: upload to SD card after capturing
parameter value is 1, which means: upload to FTP
after capturing

Parameter value is 2: upload to email after capturing
Parameter value is 3: upload to remote NFS server

after snapshot

M 7 P4 S

Response message

REH W& 2734
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R I. SHE
<upload>0K</upload> PRINE 58 4 3¢ AL Rsh
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD R AT ANEE SD RIRA #BE T .
<fault>
<value>/cgi-bin/snapshot</value> The SD card was not inserted or deployed
<reason>sd not mount</reason> successfully.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Upload 1A 0-3 MEUE L& Lk
<fault> I IR o
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported
</fault> parameter of Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP MR 5548 A & &

<fault>
<value>/cgi-bin/snapshot</value>
<reason>Ftp not deploy</reason>

</fault>

FTP servers are not deployed.
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400 <?xml version="1.0" encoding="UTF-8"?> SD REEHHAN, Bi# SD FHiIh, i
<fault> BHME .
<value>/cgi-bin/snapshot</value>
<reason>sd card not mounted</reason> The SD card is not inserted, damaged or
</fault> deployed.

400 <?xml version="1.0" encoding="UTF-8"?> NFS %G £

<fault>
<value>/cgi-bin/snapshot</value>

<reason>NFS Server not mounted</reason>

</fault>

NFS Server not mounted

3.20 EHITH
3.20 Upgrade Firmware

FEAN 115 E1EEE upload.html SCFY .

IS A FH 520 (R F 5 3K

=

O jooy N [opl L1 EBR WO 1D

=
o

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w

3.0org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<input type="file" name="filel" id="filename"/>

<script type="text/javascript">

function upload(){

var xmlHttpRequest = null;
if (window.XMLHttpRequest) {

. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

xmlHttpRequest = new XMLHttpRequest();

}

else if (window.ActiveXObject){

xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

}

var file = document.getElementById("filename").files[0];
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22. xmlHttpRequest.open("POST", "http://192.168.2.67/0nvifFirmwareUp

grade", true);

23. xmlHttpRequest.setRequestHeader("Content-Type", "application/oct
et-stream");

24. xmlHttpRequest.setRequestHeader("Access-Control-Allow-Origin", "
*")s

25. xmlHttpRequest. setRequestHeader("Cache-Control"”, "no-cache");

26. xmlHttpRequest.setRequestHeader ("Authorization", "Basic QWxpY2U6
MTIzNDU2");

27. xmlHttpRequest.send(file);

28. }

29. </script>

30. </body>

31. </html>
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4.f# A XMLHttpRequest i ] WEB R 25K CGI F2FF
4. Using XMLHttpRequest to call CGl program of web server

LAFRAS TPC B i) uid R N0 55 10— N AR«
JS i HI BORE e SE AR

1. function timestamp(url){

2. // var getTimestamp=Math.random();

3. var getTimestamp=new Date().getTime();

4, if(url.index0of("?")>-1){

5. url=url+"xtamp="+getTimestamp

6. Yelse{

7. url=url+"?timestamp="+getTimestamp

8. }

9. return url;

10. }

11.

12. function inner_ getuid()

13. {

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();

19. }

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

22. }

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;

25. var szHostname = window.location.hostname;

26.

27. /7543 14 UID A

28. var g_des_userid_test = des("WebLogin", hexToString(g_des_userid), 0,
0);

29. var g_des_passwd_test = des("WebLogin", hexToString(g_des_passwd), 0,
0);

30.

31. /] ERRFRF R P, FEOCHET DM TR

32. var re=/[*\u4e00-\u9fa5a-zA-70-9]/g;

33. g des userid_test = g des_userid_test.replace(re,"");

34. g_des_passwd_test = g_des_passwd_test.replace(re,"");

35.
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36. var szUrl = szProtocol+ "//" + szHostname + + szPort + "/cgi-bin

/getuid?username="+g_des_userid_test+"&password="+g_des passwd_test;

37.

38. / /G R, HA TE A

39. xmlHttpRequest.open("GET", timestamp(szUrl), false);

40. xmlHttpRequest.send(null);

41. if(xmlHttpRequest.readyState==4)

42. {

43, if(xmlHttpRequest.status==200) {

44, var xml = xmlLoadText(xmlHttpRequest.responseText);

45, /AR SEI xmL LT s 1 R L

46. var uid = xml.getElementsByTagName("uid")[@].childNodes[@].n
odeValue;

47. }

48. else

49, {

50. uid = 0;

51. }

52. }

53. }

54, catch(e)

55. {

56. uid = 0;

57. }

58. return uid;

59. 3
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